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REQUIREMENTS (SUBJECTS THAT ARE ASSUMED TO BE KNOWN)

Bachelor Degree in Law

Criminal law: General and Special Part.

OBJECTIVES

Identify criminal risks in the field of new information and communication technologies (ICTs).

To know the appropriate legal reaction to the criminal risks detected in the activity of new technologies.

Know the state of jurisprudence in order to offer legal solutions to specific questions that may arise in practice.

To approach the complicated panorama of the transnational nature of this crime, its characteristics and its role in the
field of criminality as a whole.

Establish which crimes are mainly associated with cybercrime, as well as the most suitable mechanisms for combating
it through criminal law.

Adequately integrate national regulations on cybercrime into the panorama of comparative law and, especially, into
international regulations.

DESCRIPTION OF CONTENTS: PROGRAMME

The appearance of this subject is warranted against rising crime committed through the Internet, affecting legal
interests ranging from heritage and socio-economic order, sexual inviolability of minors and incompetents, privacy,
intellectual property and industrial, etc. On this subject the phenomena that affect crime in the network, the impact of
the complexity of the new forms of technology and data protection, and the need to generate effective responses, such
as the confiscation will study, criminal responsibility of persons legal, and regulation of banking secrecy to discourage
the commission of these crimes.

I. Introduction.
  A. Political-criminal considerations and criminology of the phenomenon of cybercrime.
  B. Organised crime.
  C. International legal system.

II. Criminal offences related to cybercrime.

III. Problems in the theory of criminal intervention in cybercrime.
The problem of the criminal liability of legal persons in cybercrime.

IV. Prosecutability and problems of jurisdiction.

V. Investigation and procedural problems in cybercrime.

LEARNING ACTIVITIES AND METHODOLOGY

Exposition of theoretical material, seminars with invited speakers/experts, practical cases analysis.
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ASSESSMENT SYSTEM

ORDINARY & EXTRAORDINARY EXAMINATION

It will consist of a multiple-choice exam that will be worth 100% of the course.

% end-of-term-examination: 100

% of continuous assessment (assigments, laboratory, practicals…): 0
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