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REQUIREMENTS (SUBJECTS THAT ARE ASSUMED TO BE KNOWN)

IoT Network Architectures

OBJECTIVES

BASIC COMPETENCES
CB6 Possess and understand knowledge that provides a basis or opportunity to be original in the development and /
or application of ideas, often in a research context
CB7 That students know how to apply the knowledge acquired and their ability to solve problems in new or unfamiliar
environments within broader (or multidisciplinary) contexts related to their area of study
CB8 That students are able to integrate knowledge and face the complexity of making judgments based on information
that, being incomplete or limited, includes reflections on social and ethical responsibilities linked to the application of
their knowledge and judgments.
CB9 That students know how to communicate their conclusions and the knowledge and ultimate reasons that sustain
them to specialized and non-specialized audiences in a clear and unambiguous way.

GENERAL COMPETENCES
CG1 Capacity to identify, define and formulate the problems to solve related to IOT applications. This capacity
includes simultaneous assessment of all the factors of the game, not only technical, but also environmental and civil
liability.
CG5 Capacity to public communications of the concepts, developments and results, related to IOT activities, adapted
to the audience profile.
CG6 Capacity to apply the knowledge acquired and solve problems in new or unfamiliar environments within broader
and multidisciplinary contexts, with the capacity to integrate knowledge.

SPECIFIC COMPETENCES
CE3 Capacity to identify security risks in communications in IoT environments and identify appropriate communication
protocols to mitigate the identified risks.
CE4 Capacity to design and implement communications networks for IoT environments.
CE5 Capacity to design, develop, manage and evaluate security assurance mechanisms in the treatment and access
to information in computationally limited devices and in IoT networks.
CE11 Capacity to design and control the latest generation wireless networks in IoT applications.
CE12 Capacity to apply device communication, both among them and globally, in the IoT environment.

LEARNING RESULTS
The learning outcomes that students should have are:
- Know the communication protocols for IoT networks.
- Know the security mechanisms for IoT communications.
- Ability to design a communication solution for IoT by selecting and adapting the communication protocols that are
most suitable for the use case.

DESCRIPTION OF CONTENTS: PROGRAMME

1. Introduction.
2. Application layer protocols: HTTP-REST, DNS, CoAP, MQTT / MQTT-SN.
3. Discovery: DNS-SD / mDNS, CoAP Resource Discovery.
4. Security in IoT networks: TLS/DTLS and others.
5. Labs.
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LEARNING ACTIVITIES AND METHODOLOGY

AF1 Theoretical class.
AF4 Laboratory practices.
AF6 Group work.
AF7 Individual work of the student.
AF8 Partial and final exams.

Code
Activity No. Total hours No. Classroom hours% Classroom
AF1                    10,5                       10,5                             100
AF4                    10,5                             10,5                             100
AF6                    20                                 0                                 0
AF7                    32                                 0                                 0
AF8                     2                                 2                             100
TOTAL                  75                                23                             31%

EDUCATIONAL TRAINING METHODOLOGIES:
MD1 Exhibitions in the teacher's class with support of computer and audiovisual media, in which the
main concepts of the subject are developed and the bibliography is provided to complement the
students' learning.
MD2 Critical reading of texts recommended by the teacher of the subject: articles, reports, manuals and
/ or academic articles, either for further discussion in class, or to expand and consolidate the knowledge
of the subject.
MD3 Resolution of practical cases, problems, etc. raised by the teacher individually or in groups
MD4 Exhibition and discussion in class, under the teacher's moderation of topics related to the content
of the subject, as well as case studies
MD5 Preparation of reports individually or in groups.

ASSESSMENT SYSTEM

SE2 Individual or group work carried out during the course
SE3 Final exam

The assessment of the subject will be according to the following:
- Individual or group work carried out during the course (SE2): 70% of the final grade.
- Final exam (SE3): 30% of the final grade.

% end-of-term-examination: 30

% of continuous assessment (assigments, laboratory, practicals…): 70

BASIC BIBLIOGRAPHY

 - David Hanes , Gonzalo Salgueiro , Patrick Grossetete , Robert Barton , and Jerome Henry IoT Fundamentals:
Networking Technologies, Protocols , and Use Cases for the Internet of Things, Cisco Press, 2017

 - Perry Lea Internet of Things for Architects, Packt Publishing Ltd, 2018

 - Simone Cirani, Gianluigi Ferrari, Marco Picone, Luca Veltri Internet of Things: Architectures, Protocols and
Standards, Wiley, 2018

ADDITIONAL BIBLIOGRAPHY

 -  Selander, G.; Mattson, J.; Palombini, F.; Seitz, L.  Object Security for Constrained RESTful Environments
(OSCORE), RFC 8613, 2019

Página 2 de 2


