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OBJECTIVES

-To understand the different concepts, theories and approaches related to the study of organized crime and
cyberthreats, and their significance in geopolitical processes.
-To understand the essential methodologies for analyzing the role played by organized crime and cyberthreats in
geopolitical processes.
- To understand and analyze some of the main conflicts, problems and current geopolitical challenges, both large and
small, linked to organized crime and cyberthreats.
- Search, select and synthesize various sources of information on the subjects of the subject, as well as critically
evaluate them.
- To understand and prepare reports of a geopolitical and strategic nature related to the contents of the subject.
- Present information orally and in writing on the topics of this subject.

DESCRIPTION OF CONTENTS: PROGRAMME

1. Organized crime

- Definition and characteristics. Origins, evolution and globalization

.. First historical references and evolution

.. The works on organized crime at the United Nations

.. The added value of the European Union.

.. Contributions from other international actors, (OSCE, SELEC, etc.)

.. The concept of organized crime in Spain

- Different traffics and fields of activity

.. Narcotic drugs and precursors (Cocaine, Hashish, heroin, synthetics, etc.)

.. Contraband of cigarettes

.. Fraud and corruption in European Union funds

.. Extortion,

.. Trafficking of human beings

.. Weapons trafficking

.. Other illicit activities.

.. Financial engineering and money laundering

.. Organized crime and corruption

.. Organized crime and terrorism.

- Presence in the world and impact on societies

.. The Balkans and the Turkish mafias

.. USA, Central America and the rest of Latin America (maras and cartels)
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.. Russia and the territories of the former USSR

.. The Far East (Chinese triads and Japanese B¿ryokudan)

.. The organized African groups (Nigerians, etc.)

.. Organized crime. Italy

- Strategies and organization. Fight against organized crime and international cooperation

.. Interpol's performance

.. Strategies in the EU related to organized crime

.. The contributions of the EU agencies (EUROPOL, EUROJUST, etc.)

.. Advanced cooperation mechanisms against organized crime

.. The exchange of information and police intelligence in the EU

2. Cyber threats

- Cyber threats: technical characteristics and areas where it operates

.. The commercialization and automation of cybercrime

.. Threats to operational networks

.. the proliferation of indiscriminate attacks

- Defence measures against cyber-threats

- Strategic dimension of cyber threats

LEARNING ACTIVITIES AND METHODOLOGY

The training activities will consist of theoretical classes (AF1) and practical theoretical classes (AF3) on the basis of
cases related to organized crime and cyber threats based in open sources.

The methodology to be used is based on classroom presentations by the teacher (MD1), critical reading of
recommended texts (MD2); and the resolution of practical cases in group (MD3)

ASSESSMENT SYSTEM

The evaluation system consists of the assessment of the student's class participation (SE1) with a weight of 25%, a
short individual essay (SE2) with another 25%, and the completion of a final exam (SE3) with a 50% assessment of
the subject.

% end-of-term-examination/test: 50

50% of continuous assessment (assigments, laboratory, practicals…):
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