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REQUIREMENTS (SUBJECTS THAT ARE ASSUMED TO BE KNOWN)
None

OBJECTIVES

- Acquire the knowledge required to propose original designs or developments, often in a research
process within the area of cyber security.

- Ability to apply acquired knowledge to solve problems under novel or almost novel situations, or within
broader (multidisciplinar) contexts related with cyber security.

- Ability to state critical opinions and judgements having incomplete or limited information in the field of
cyber security. These judgements must take into account considerations about social and ethical
responsibilities.

- Ability to communicate to a public audience the conclusions of a work carried out. Students will be
able to give their foundational and most convincing reasons to a specialized and non specialized
audience in a clear way, without ambiguities.

- Students should have the learning skills required to continue studying in a autonomous or self-directed
way.

- Understand and apply methods and techniques to investigate vulnerabilities of a given site.

- Create and refine concise and comprehensively documents, plans and projects in the scope of cyber
security.

- Know the relevant technical parts of legal regulations in cyber security and their implications in the
design of systems and security tools.

- Analyze and detect anomalies and attack signatures in systems and networks.
- Analyze and detect hiding techniques in attacks to systems and networks.
- Knowledge of trends in cyber attack techniques and learned experiences in real cases.

- Know and apply cryptographic and steganographic mechanisms required to protect data stored in a
system or data transiting a network.

LEARNING OUTCOMES
This course contributes to the following learning outcomes:

Explain other attack techniques to a system that is not vulnerable to direct intrusion

Knowing the type of information and defense mechanisms deployed in a system, explain the impact of
different threats and intrusions and, in particular, information leaks.

DESCRIPTION OF CONTENTS: PROGRAMME
1. Introduction, Definitions, and Basic Concepts
1.1. Origins
1.2. Cyberattacks galore
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1.3. A brief history of malware
1.4. Welcome to the underground economy
1.5. The cyberthreat landscape

1.6. Trends

2. Cyberattacks and Cyberactivism

2.1. Types of cyber attacks

2.2. Cybercrime

2.3. Cyberespionage

2.4. Analysis of Practical Cases

2.5. Legal Aspects

3. Cyberterrorism and Cyberoperations against Critical Infrastructures
3.1. Critical Infrastructures: Interconnections and Vulnerabilities

3.2. Industrial Control Systems

3.3. Other Critical Infrastructures

3.4 Analysis of Practical Cases

4. Cyberwar

4.1. Cyberweapons: Logic, Physical, and Psychological Instruments
4.2. Cyberdoctrine

4.3. Analysis of Practical Cases

LEARNING ACTIVITIES AND METHODOLOGY
LEARNING ACTIVITIES:

- Lectures and practicals
- Tutorship

- Group work

- Individual work

METHODOLOGIES

- Lectures to introduce and discuss the main course concepts.

- Study and analysis of references provided by the lecturer, including academic papers, reports, selected book
chapters, and press articles. This will be instrumental to consolidate and complement concepts introduced in the

course, and also as material to be discussed during some lectures.

- Analysis of practical cases proposed by the lecturer, either individually or in group.

- Presentation and discussion of topics and practical cases related to the course.

- Preparation of individual essays and reports.

- Resolution of exercises and questions in tests.

ASSESSMENT SYSTEM
The assessment system includes:

1. Continuous assessment of the student through one or more of the following methods:
1.1. Oral or written tests.
1.2. Essays and reports assigned by the lecturer.
1.3. Presentations about a course topic.
1.4. Participation in the debates organized throughout the semester.

Continuous assessment accounts for 100% of the final mark.

2. A final exam assessing the knowledge and skills acquired during the course for those students that chose not to
follow the continuous assessment. The final exam accounts for 100% of the final mark.

For the extraordinary exam, students will sit an exam for 100% of the final grade. This exam may have questions

related to all activities done during the course.



% end-of-term-examination: 0
% of continuous assessment (assigments, laboratory, practicals...): 100
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