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REQUIREMENTS (SUBJECTS THAT ARE ASSUMED TO BE KNOWN)
- Programming
- Systems Programming
- Systems Architecture |
- Telematic Applications
- Format Processing in Telematic Applications
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OBJECTIVES

The objective of this course is familiarize the student with the foundations of Web programming and databases. During
the course, the student should be able to apply those technologies for designing and developing a Web application
based on a set of realistic requirements and constraints.

- Ability to apply previous knowledge of telecommunication technologies.

- Ability to design a complex system given a set of realistic requirements and constraints.

- Understanding of professional and ethical responsibility in the development of a project.

- Ability to autonomously learn and look for information.

- Ability to use modern frameworks and development environments in the development of a system.

- Ability to apply the main technologies for presenting information and programming in the Web.

- Ability to edit hypertext documents with style sheet.

- Ability to design and develop Web applications using server-side and client-side technologies.

- Ability to design, manage and query relational databases.

- Ability to use databases from Web applications.

- Ability to consider security and privacy protection issues in the design and development of Web applications.

DESCRIPTION OF CONTENTS: PROGRAMME
The contents of this subject are divided into the following topics:

1.- Client-side technologies

1.1.- Introduction to the Web and HTTP recap
1.2.- The HTML language

1.3.- CSS style sheets

1.4.- The Javascript programming language

2.- Data storage technologies

2.1.- Introduction to relational databases

2.2.- The SQL language

2.3.- Database access from Java programs: JDBC and introduction to object-relational mapping
3.- Server-side technologies

3.1.- The model-view-controller pattern

3.2.- Servlets

3.3.- JSP pages

4.- Web application security
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4.1.- Introduction

4.2.- Attacks to data storage systems

4.3.- Attacks that avoid client-side controls

4.4.- Attacks to the authentication and authorization mechanisms
4.5.- Attacks to session management

4.6.- Attacks to other users of the application

5.- Other aspects in the development of Web applications

5.1.- The XMLHttpRequest API

5.2.- Introduction to other modern Javascript APIs (client-side storage, geo-location, desktop notifications, websockets,
etc.)

5.3.- Web application scalability

LEARNING ACTIVITIES AND METHODOLOGY
This course will be based on the following activities:

- Lectures: theoretical introduction to the main contents of the course. Student participation and collaborative
discussion of problems will be encouraged.

- Classes in the lab: students work with a computer in programming exercises about the most important concepts.

- Web application project: students must work in pairs on a project throghout the course. The project will consist in the
design and development of a relatively complex Web application based on a database, given a set of realistic
requirements and constraints. Instructors will guide and help the students to complete their project both in class and
tutoring sessions.

The project will play a major role in the development of the course. The project will contribute not only to help students
to achieve the specific outcomes, but also some of the program outcomes:

- Students must apply previous knowledge about programming, transport protocols (TCP) and application protocols
(HTTP, DNS).

- Students must design a Web application given a set of realistic requierements and constraints.

- Students must design the Web application taking into account their responsibility to properly protect private
information about its users and information security in general.

- Students must present and defend their project orally.

- Students will be encouraged to apply recent Web programming technologies, not presented by instructors in class, to
their projects. Therefore, students are expected to develop their ability to autonomously learn, which is basic for their
future professional life.

Assessment of the project will be based not only on technical aspects but also on the achievement of the above-
mentioned program outcomes.

ASSESSMENT SYSTEM
Assessment will be based on:

- Final examination (30% of the final grade): written exam at the end of the term about the contents of the subject.
Students are required to attend the final examination and score at least 4 points out of 10 in it.

- One or several written midterm exams (20% of the final grade).

- Project (50% of the final grade): project assessment will include aspects like the quality of the design, the quality of
the implementation, appropriate use of recent technologies not presented by instructors in class and appropriate
handling of security and privacy in the design. The evaluation of the project includes an individual examination in order
to asses the participation of the student in it. The project is compulsory. It is necessary to pass the project in order to
pass the course.

% end-of-term-examination: 30
% of continuous assessment (assigments, laboratory, practicals...): 70
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